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Introduction
The Microsoft Forefront™ Server Security Management Pack (FFSMP) for Microsoft Operations Manager (MOM) 2005 is a collection of rules, tasks, and scripts that work within the MOM 2005 framework. These rules, tasks, and scripts assist in the centralized management of systems that have Microsoft Forefront Security for Exchange Server or Microsoft Forefront Security for SharePoint installed. Remote servers are managed by means of MOM agents. Systems that have had agents installed are referred to as agent systems.
This document is a guide to the essential components, configuration, and usage of the Microsoft Forefront Server Security Management Pack for MOM 2005.
Key Features
The Microsoft Forefront Server Security Management Pack for MOM 2005
· Provides: 
· Support for MOM agent systems running Forefront Security for Exchange Server or Forefront Security for SharePoint.
· Scripts that poll agent systems for missing critical processes to provide warnings of unexpected scan job process crashes.
· Contains rules for: 
· Monitoring the state of Forefront Security and its key components, by deriving data from the Application Event Log, the System Event Log, and the Forefront Security ProgramLog.txt log file.
· Collecting statistical data on scanning, detection, and removal of message attachments.
· Contains tasks for:
· Immediately launching manual scan jobs.
· Launching a background scan job (Microsoft Forefront Security for Exchange Server agent systems).
· Controlling Forefront Security services and related services with dependencies.
· Triggering scan engine updates 
· Retrieving scan engine update versions.
Installation and Configuration
There are several steps involved in the installation and configuration process:
· Ensure that the requirements are met
· Install the product
· Deploy agents
· Establish group membership with the Attribute Discovery task
· Configure notification groups
· Modify optional paths
Requirements
These are the requirements for installing the Microsoft Forefront Server Security Management Pack for MOM 2005.
MOM Server Requirements
You must have an operational server running Microsoft Operations Manager 2005. Download the Microsoft Forefront Server Security Management Pack for MOM 2005 file (see Installing the Management Pack) to this server.
Script Requirements
The FFSMP contains some scripts, driven by tasks, that require Windows Management Instrumentation (WMI) and Windows Scripting Host version 5.6 to be running on the MOM agent system. The use of these tasks is optional.
Installing the Management Pack
The Microsoft Forefront Server Security Management Pack for MOM 2005 is a standard MOM Management Pack (.akm) file.
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To install (import) the management pack
1. Select and download the proper .akm file from the Microsoft Operations Manager Downloads site to the Program Files\Microsoft Operations Manager 2005\Management Packs folder on the MOM Server. If you are going to manage Microsoft Forefront Security for Exchange Server systems, download “FSMPack_FSE.akm”. If you are going to manage Microsoft Forefront Security for SharePoint systems, download “FSMPack_FSSP.akm”. If you are going to manage both kinds of systems, download “FSMPack_All.akm”.
2. Navigate to the Management Packs container on the MOM 2005 Administrator Console.
3. Right-click the Management Packs container and select Import/Export Management Option. The Import/Export Wizard launches.
4. Select Import.
5. Choose the .akm file you downloaded in the first step.
For more information about importing Management Packs, please refer to the Microsoft MOM 2005 product help and documentation.
Deploying Agents
To administer remote computers with Microsoft Forefront Security for Exchange Server or Microsoft Forefront Security for SharePoint installed, you must deploy MOM agents to them. These agents communicate between the managed servers and MOM  2005. Systems that have had the agents installed are referred to as agent systems.
For more information about deploying MOM agents, see the Microsoft Operations Manager 2005 help and documentation. 
Establishing Group Membership
The Microsoft Forefront Server Security Management Pack for MOM 2005 uses group membership to apply its rule-based monitoring to the correct agent systems. After the FFSMP and the MOM agents have been installed, you must establish group membership by assigning agent systems to the appropriate computer group.
Using a process called attribute discovery, MOM examines a server’s registry to see if Forefront Security for Exchange Server or Microsoft Forefront Security for SharePoint is installed. If so, the server is added to the appropriate MOM computer group. For the steps involved in adding agent systems to computer groups, see Attribute Discovery.
For more information about computer groups, see Computer Groups. 
Attribute Discovery
Run the attribute discovery task on the agent systems to assign each to a computer group. 
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To run Attribute Discovery
6. Open the MOM 2005 Administrator Console.
7. Navigate to Administration and expand it.
8. Navigate to Computers\Agent Managed Computers. These are the systems that have had agents installed.
9. Select all the computers in the right pane (the agent systems), and then right-click. A shortcut menu appears.
10. Select Run Attribute Discovery Now from the shortcut menu. Each agent system will be placed into one of the computer groups.
Configuring Notification Groups
FFSMP includes alert rules that, when triggered, send alerts to a Microsoft Forefront Security Administration Group. This group was automatically created when the Management Pack was imported. It is initially empty and does not include any operators (group members) or their notification details.
The notification groups, group membership, and alert rules applied to these groups may need to be adjusted to suit your enterprise.
Additionally, the appropriate e-mail server parameters and paging parameters may need to be configured from within the Administration\Global Settings container in the MOM 2005 Administrator Console.
For more information about configuring notifications within MOM, refer to the Microsoft MOM 2005 product help and documentation.
Other Configuration Steps
There are two other configuration steps, both optional:
· Modifying the Microsoft Forefront Server Security Administrator path.
· Modifying the directory specified for an Application Log Provider.
Microsoft Forefront Server Security Administrator Path
If you have installed the Forefront Server Security Administrator, you can run a local copy of the FSSA on the MOM server, MOM needs to know its location. Its location is set to the Forefront Server Security Administrator default installation folder. If you changed that location when you installed the Forefront Server Security Administrator on MOM, you must reflect that change.
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To modify the Forefront Server Security Administrator path
11. Select Client Console in Tasks/Microsoft Forefront Security in the Mom Operator Console.
12. Select Forefront Server Security Administrator. 
13. Right-click and choose Properties. The Forefront Server Security Administrator Properties appear.
14. Enter the new location in the Task Command Line field.
15. Click OK.
For more information about running a local copy of the Forefront Server Security Administrator, see Client Console Tasks.
MOM Data Providers
The Microsoft Forefront Server Security Management Pack for MOM 2005 utilizes various provider types for collecting data on the MOM agent servers:
· The Microsoft Windows Event Logs.
· The Microsoft Forefront Security ProgramLog.txt file. You may want to change the directory for the Application Log provider.
· The Microsoft Windows Performance Monitor.
· Timed Event.
While it is possible to disable logging to these providers on the remote systems, doing so will prevent logging the data that MOM requires to report on system status. 
Forefront Security ProgramLog Provider
The Microsoft Forefront Server Security Management Pack for MOM 2005 includes two custom providers (Forefront Security ProgramLog and Forefront SP ProgramLog) that allow MOM to monitor for particular entries written to the Forefront Security ProgramLog.txt file. One provider points to the directory for Forefront Security for Exchange Server and the other points to the directory for Forefront Security for SharePoint.
The configuration for the ProgramLog providers:
	Provider Name
	Forefront Security ProgramLog

	Provider Type
	Application Log Provider

	Provider Log Type
	Generic single-line log file

	Format
	Generic

	Directory
	%PROGRAMFILES%\Microsoft Forefront Security\Exchange Server\ ProgramLog.txt

	Provider Name
	Forefront SP ProgramLog

	Provider Type
	Application Log Provider

	Provider Log Type
	Generic single-line log file

	Format
	Generic

	Directory
	%PROGRAMFILES%\Microsoft Forefront Security\SharePoint\ProgramLog.txt


If the ProgramLog.txt file is not stored in the default Forefront Security installation directory on one or more agent systems, you must tell MOM where to find it.
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Note
You can assign multiple directory path entries to this provider, since each agent system might have the file in a different directory.
You can add a new directory path in which MOM can find the log file.
[image: image5.wmf]
To add a new directory path to the Application Log Provider
16. Open the MOM 2005 Administrator Console.
17. Navigate to the Management Packs\Providers container.
18. Select the Application Log type called Forefront Security ProgramLog or Forefront SP ProgramLog, depending on which one requires a new path.
19. Right-click, and then select Properties.
20. Click the Directories tab.
21. Click Add. The Directory Edit dialog box appears.
22. Enter the directory path to the log file in the Directory field.
23. Select a format of Generic in the Format field.
24. Click Add. The File Pattern Edit dialog box appears. 
25. Enter a File Pattern. This is the name of the Application Log file. It is usually called ProgramLog.txt, but you may have renamed it on the agent system.
26. Click OK.
You can modify an existing directory path so that MOM can find the log file.
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To modify the directory path to the Application Log Provider
27. Open the MOM 2005 Administrator Console.
28. Navigate to the Management Packs\Providers container.
29. Select the Application Log type called Forefront Security ProgramLog or Forefront SP ProgramLog, depending on which one requires the modification. 
30. Right-click, and then select Properties.
31. Click the Directories tab.
32. Select a log.
33. Click Edit. The Directory Edit dialog box appears.
34. Modify the directory path to the log file in the Directory field, if necessary.
35. Select a format of Generic in the Format field.
36. Modify the File Pattern, if necessary. This is the name of the Application Log file. It is usually called ProgramLog.txt, but you may have renamed it on the agent system. 
37. Click OK.
Computer Groups
When you import the Microsoft Forefront Server Security Management Pack for MOM 2005, it creates computer groups based on the systems being monitored. They are directly associated with the included rules, which are deployed on a computer group level to monitor agent systems.
The MOM agents that you deployed examine a server’s registry to see if Forefront Security for Exchange Server or Forefront Security for SharePoint is installed. If so, that server is added to the appropriate MOM computer group, based on the services found to be running when the attribute discovery task is run.
These are the computer groups created for Forefront Security for Exchange Server systems:
· Forefront Security for Exchange Server - All Servers (every server running Forefront Security for Exchange is added into this group as well as into one of the others)
· Forefront Security for Exchange Server - Hub Transport
· Forefront Security for Exchange Server - Mailbox/Public Folders
· Forefront Security for Exchange Server - Edge Transport
· Forefront Security for Exchange Server - Hub Transport/Mailbox/Public Folders
This is the computer group created for Forefront Security for SharePoint systems:
· Forefront Security for SharePoint
Computer Attributes
There are several custom computer attributes within MOM. The Attribute Discovery task checks the registry value on an agent system to determine if Forefront Security for Exchange Server or Forefront Security for SharePoint is installed. If so, the attribute helps to determine the computer group that the agent system becomes a member of.
The computer attributes for Forefront Security for Exchange Server systems are:
· Forefront for Exchange Registry Key
· Forefront for Exchange 32bit Registry Key
· Exchange Hub Transport Registry Key
· Exchange Edge Transport Registry Key
· Exchange Mailbox Registry Key
The computer attributes for Forefront Security for SharePoint systems are:
· Forefront for SharePoint Registry Key
· Forefront for SharePoint 32bit Registry Key
The following list shows the specifics of each of the Forefront Security for Exchange Server computer attributes.
	Forefront For Exchange Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Forefront Server Security\Exchange Server\ForefrontEnabled

	Function
	Detects 32-bit agent systems running Forefront Security for Exchange Server

	Forefront For Exchange 32bit Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Wow6432Node\Microsoft\Forefront Server Security\ Exchange Server\ForefrontEnabled

	Function
	Detects 64-bit systems running 32-bit Forefront Security for Exchange Server

	Exchange Hub Transport Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Exchange\v8.0\HubTransportRole

	Function
	Detects 64-bit agent systems with an Exchange hub transport server role 

	Exchange Edge Transport Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Exchange\v8.0\EdgeTransportRole

	Function
	Detects 64-bit agent systems with an Exchange edge transport server role

	Exchange Mailbox Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Exchange\v8.0\MailboxRole

	Function
	Detects 64-bit agent systems with an Exchange mailbox server role


The following list shows the specifics of each of the Forefront Security for SharePoint computer attributes.
	Forefront For SharePoint Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Forefront Server Security\SharePoint\ ForefrontEnabled

	Function
	Detects 32-bit agent systems running Forefront Security for SharePoint 

	Forefront For SharePoint 32bit Registry Key

	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Wow6432Node\Microsoft\Forefront Server Security\ SharePoint\ForefrontEnabled

	Function
	Detects 64-bit systems running 32-bit Forefront Security for SharePoint


For more details on Attribute Discovery, see Establishing Group Membership.
Viewing the Computers in a Group
The following procedure shows the agent systems that are included in a computer group.
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To find out which computers (agent systems) are included in a computer group
38. Right-click one of the groups (for example the Forefront for Exchange Server - Hub Transport group). A shortcut menu appears.
39. Select Properties from the shortcut menu.
40. Select the Included Computers tab.
Rules
Rules monitor the Forefront Security products, engine updating, scan jobs, and Forefront Security services. They examine events generated by those processes to determine if alerts should be generated. Rules also retrieve statistics for scan jobs. There are several different kinds of rules included with FFSMP. 
Rule Group Hierarchy - Forefront Security for Exchange Server 
All rules are stored in a rule group hierarchy in the Management Packs/Rule Groups folder in the Administrator Console. 
Microsoft Forefront Server Security
The top-level group. It acts as a container for the rule groups under it:
· Microsoft Forefront Security for Exchange Server
Contains subgroups with all the rule types that monitor events specific to agent systems.
· Exchange Scan Job Monitoring - All Servers
Contains common rules for scan jobs and performance counter events that collect data about scan rates and detection statistics for all agent systems.
· Exchange Scan Job Monitoring - Hub Transport, Hub Transport/Mailbox, Edge Transport
Contains a set of rules for scan jobs and performance counter events that collect data about scan rates and detection statistics for agent systems that are hub transport servers, hub transport/mailbox servers, and edge transport servers.
· Exchange Scan Job Monitoring - Hub Transport/Mailbox, Mailbox, Public Folders
Contains a set of rules for scan jobs and performance counter events that collect data about scan rates and detection statistics for agent systems that are mailbox servers and public folder servers. It also contains additional rules for monitoring scan jobs on hub transport/mailbox servers.
· Service Monitoring - All Servers
Contains common rules for monitoring services for all agent systems.   
· Service Monitoring - Hub Transport/Mailbox, Mailbox, Public Folders
Contains a set of rules for monitoring services on hub transport/mailbox servers, mailbox servers, and public folder servers.
· Service Monitoring - Hub Transport, Hub Transport/Mailbox, Edge Transport
Contains a set of rules for monitoring services on hub transport servers and edge transport servers. It also contains additional rules for monitoring services on hub transport/mailbox servers.
· Engine Update Monitoring - All Servers
Contains a set of rules for monitoring engine and Worm List updates on agent systems.
Rule Group Hierarchy - Forefront Security for SharePoint
All rules are stored in a rule group hierarchy in the Management Packs/Rule Groups folder in the Administrator Console. 
Microsoft Forefront Server Security
The top-level group. It acts as a container for the rule groups under it:
· Microsoft Forefront Security for SharePoint
Contains subgroups with all the rule types that monitor events specific to agent systems.
· Engine Update Monitoring
Contains a set of rules for monitoring engine updates on agent systems.
· Scan Job Monitoring
Contains common rules for scan jobs and performance counter events that collect data about scan rates and detection statistics for all agent systems.
· Service Monitoring
Contains a set of rules for monitoring services for all agent systems.
Rule Types
There are three types of rules included within each rule group in MOM 2005. Rules can be viewed in the Operator Console and modified in the Administrator Console.
· Event Rules. Examine events that occur on agent systems and determine if an alert should be prepared. These can be events written to Windows event logs by the Windows components being monitored, or they can be events that are generated by MOM itself. The events and any alerts generated from them are stored in the MOM database.
· Alert Rules. Examine generated alerts and determine if a notification should be prepared.
· Performance Rules. Retrieve performance data from agent systems. MOM stores performance data in the MOM database.
Event Rules
Event rules examine events that occurred on managed servers. The MOM Agents retrieve the events and store them in the MOM database. The event rules then examine them and display logged information about errors and significant events from the agent systems.
Event rules can be classified by data source: Provider-Based Event Rules, Collection Event Rules, and Alert Event Rules.
Provider-Based Event Rules
Provider-based event rules use four provider types as data sources:
· The Windows Event Log
· The Windows System Event Log
· The Forefront Security ProgramLog.txt or Forefront SP ProgramLog.txt file (depending on the agent system)
· Timed Event 
With the exception of the Timed Event provider, the event rules are configured based on certain criteria, including Event Source, Event ID Number, and Description Text.
Collection Event Rules
Collection event rules are typically used for non-critical informational events that may be of interest to operators, such as services starting and stopping, scan tasks being enabled and disabled, and engine update events. They only generate event entries in the Event Views of the MOM Operator Console and store the event parameters in the MOM database.
Alert Event Rules
Alert event rules examine events and, if warranted, generate an alert record. The alert record is posted in the Alert Views of the MOM Operator Console and is also stored in the MOM database. The creation of an alert record is, in itself, an event that causes the generation of an event entry in the Event Views of the MOM Operator Console. 
When an alert event rule generates an alert, it passes certain properties to it:
· Alert Severity. Possible values include “Critical Error”, “Error”, “Warning”, or “Information”. The value depends upon the perceived severity of the event that caused the alert to be generated. A “Critical Error” indicates a potentially dangerous loss of service.
· CustomField1. All event rules that generate an alert insert Microsoft Forefront Security Server in this field.
· CustomField2. Event rules in the Forefront Security for Exchange Server rule group insert a value of Microsoft Forefront Security for Exchange Server in this field. Event rules in the Forefront Security for SharePoint rule group insert a value of Forefront Security for SharePoint in this field. Event rules in the Engine Update Monitoring “common” rule group leave this field blank.
· CustomField3. Specifies the rule group origin of the Event Rule that created the alert record. For example, an event rule that generates an alert from the Engine Update Monitoring rule group inserts a value of “EngineUpdateFailure” in this field.
These custom field values are used as criteria when building alert views in the MOM Operator Console. This is explained in more detail in Views. 
Alert Rules
Alert rules examine the alerts generated by alert event rules to determine if a notification needs to be prepared.
There is a single alert rule included in each active rule group in the Microsoft Forefront Security hierarchy. Each is configured to trigger a notification to the Forefront Security Administration Group when an alert with a severity level of “Critical Error” is generated.
Notification methods and notification group membership need to be configured and implemented by the managers of the MOM environment.
Performance Rules
Performance rules retrieve statistics for all scan jobs, in the following categories:
· Total number of messages, attachments, or documents scanned
· Rate of scanning (number of messages or documents scanned per second)
· Total number of messages purged (Forefront Security for Exchange Server)
· Total number of documents blocked (Forefront Security for SharePoint)
· Total number of messages, attachments, or documents detected 
· Total number of attachments or documents cleaned
· Total number of attachments deleted (Forefront Security for Exchange Server)
· Total number of messages tagged in Subject Line (Forefront Security for Exchange Server)
These performance rules are located in the following rule groups:
· The Microsoft Forefront Security Server\Forefront Security for Exchange Server\Exchange Scan Job Monitoring rule group has performance rules for Realtime and Manual Scan Jobs.
· The Microsoft Forefront Security Server rule group has a performance rule for Manual Scan jobs.
· The Microsoft Forefront Server Security\Forefront Security for SharePoint\Scan Job Monitoring rule group has performance rules for Realtime and Manual Scan Jobs.
Performance Counter Providers
Performance rules in MOM require Windows Performance Counter providers to supply the sampled data. The providers included with the Microsoft Forefront Server Security Management Pack for MOM 2005 are configured to a sample rate of 1800 seconds (30 minutes), with the exception of the providers used to determine scanning rates and processor times for the scan jobs, which are configured to a sample rate of 300 seconds (5 minutes).
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Note
The scanning statistics counters report “Total” counts. Counter values will continue to increase until the totals are reset. You can reset the totals as follows:
· From the Forefront Server Security Administrator console, select Incidents from the REPORT shuttle. Reset the counters for each Scan Job using the (X) controls in the statistics table.
Rules Knowledge Base
All rules contained in the Microsoft Forefront Server Security Management Pack for MOM 2005 have a Knowledge Base entry containing a summary or description of the event. This entry explains the event’s significance and may also contain possible causes and resolutions.
Knowledge Base entries can be viewed through the MOM Administrator and MOM Operator Consoles. 
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To view a Knowledge Base entry
41. Select a rule.
42. Right-click the rule. A shortcut menu appears.
43. Choose Properties from the shortcut menu.
44. Click the Knowledge Base tab.
Tasks
Tasks provide centralized control over some basic administrative processes that may be required to troubleshoot or correct problems identified through the MOM Console. The included tasks are all optional. You can run them manually for selected agent systems. These tasks are not triggered automatically by MOM.
These are the key functions that can be controlled by the tasks on agent systems:
· Run scan engine updates. 
· Retrieve scan engine update versions.
· Control services centrally: stop, start, and restart them.
· Trigger an immediate manual scan job.
· Trigger a background scan (Forefront Security for Exchange Server only).
Scripts
All tasks execute scripts remotely on the selected agent systems. When you trigger a script-based task from the MOM 2005 Operator Console, it is scheduled to run on the agent systems.
All scripts are written in VBScript and are imported into MOM as part of the FFSMP installation. These scripts are called by tasks and rules.
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Important
You should neither modify these scripts nor run them directly.
To successfully execute VBScript code, agent systems must support the Windows Scripting Host and Windows Management Instrumentation. These requirements are met by default on Microsoft Windows 2000 and Microsoft Windows Server 2003 operating system environments.
Script Parameters
Script parameters are variable values that control script functionality. Script parameters are passed to the script by the controlling task when it is initialized from the MOM Operator Console. All included scripts have at least one script parameter. 
Most of the script parameters used in the tasks have been preset with the appropriate value. There are, however, some tasks for which you may need to set a script parameter when the task is executed. Specific parameters are discussed further in these sections: Client Console Tasks, Immediate Manual Scan Task, Background Scan Task, Services Control Tasks, Engine Update Tasks, and Retrieve Update Version Tasks.
Script Logging
When scripts are executed, they make entries in a log on the remote agent systems. These entries are simple text records describing each task that was executed and its result. The log file (Tasks.log) is automatically created in the MOMLogs subfolder under the Microsoft Forefront Security product installation folder. If the file already exists, new entries are appended to it. 
This is the path for the Tasks.log file: 
<Install Path>\MOMLogs\Tasks.log 
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Note
If the subfolder or the log file is deleted, it will be recreated automatically on the next log file WRITE action generated by a script.
Controlling Script Logging
Each scripting task has a parameter called TextLog that controls logging for that task. The default value for the TextLog parameter is True (that is, data should be logged). To disable logging of a particular task, set its TextLog parameter to False when you execute the task. However, since logging is non-verbose and can be very useful, we recommend that it remain enabled. 
Running a Task
This is the procedure for running a task.
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To run a task
45. Locate the task in the Task hierarchy on the MOM 2005 Operator Console.
46. Double-click the task. The Launch Task Wizard welcome dialog box appears.
47. Click Next. The Script Task Parameters dialog box appears. Here, you will see each of the parameters that the script for the task accepts. 
48. Make any desired changes to the parameters by selecting a parameter and then clicking it (not a double click). However, most of them should not be changed (see the individual tasks to learn more about specific parameters).
49. Click Next. The Task Targets dialog box appears. 
50. Select the computers that the task will run on, and then click Next. The Completing the Launch Wizard dialog box appears.
51. Click Finish to submit the configured task.
Client Console Tasks
There are two Client Console tasks that can be launched from the MOM Console. One opens the Forefront Server Security Administrator Console and the other opens the Forefront Server Security Management Console (FSSMC).
· The Forefront Administrator Task opens the local Forefront Server Security Administrator client.
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Note
This requires the Forefront Server Security Administrator to be installed on the system where the MOM Operator Console is running.
This Task launches FSSAClient.exe from a command line on a pre-configured path.
· The Forefront Enterprise Management Console Task launches a local web browser and, by default, navigates to http://localhost/FFSMConsole in order to open the Management Console. If the FSSMC is not installed on the local host, you must modify the Task to point to the proper URL.
Immediate Manual Scan Task
Use the Immediate Manual Scan task to trigger an immediate manual scan job on the agent systems.
The script for this task accepts a single parameter:
· TextLog. Sets text file logging. To turn off text file logging, see Controlling Script Logging. 
Background Scan Task (Forefront Security for Exchange Server only)
The Background Scan task triggers a background scan job on the agent systems to scan mailboxes and public folders. The job starts in approximately one minute from the time the task is launched. 
The script for this task accepts two parameters:
· ScanID. The value ‘43’ identifies the job as a background scan. You should not change this parameter.
· TextLog. Sets text file logging. To turn off text file logging, see Controlling Script Logging
Services Control Tasks
The Services Control tasks control Forefront Security and related services.
The tasks are:
· Restart All. A combination of the Stop All and Start All Tasks.
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Note
On some environments, services might not restart with the “Restart All” command. This could happen if the task takes over five minutes to stop and restart all of the services. If this occurs, simply use the “Stop All” and “Start All” tasks instead of “Restart All.”
· Restart Essential. A combination of the Stop Essential and Start Essential Tasks.
· Start All. Starts all Forefront- and Exchange- or SharePoint-related services. This is the reverse of the Stop All task.
· Start Essential. This will start only the required Forefront services. This is the reverse of the Stop Essential task.
· Stop All. This task will properly stop all Forefront- and Exchange- or SharePoint-related services, taking into account any service dependencies. 
· Stop Essential. This task will only stop those services required to stop Forefront. No Exchange or SharePoint services will be stopped.
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Note

For systems with Forefront Security for SharePoint, IIS-related services are also affected with Start All and Stop All.

The script for these tasks accepts three parameters:
· Function. Has the value Start, Stop, or Restart. You should not change this parameter. 
· Mode. Has the value 1 (Essential) or 2 (All). You should not change this parameter.
· TextLog. Sets text file logging. To turn off text file logging, see Controlling Script Logging.
Engine Update Tasks
These tasks trigger scan engine updates on the agent systems. There is a separate update task for each of the scan engines (plus one for the Worm List in Forefront Security for Exchange Server systems). The script for these tasks accepts three parameters: 
· Engine. Identifies the engine to be updated. You should not change this parameter.
· UpdatePath. Sets the engine update source path. The UpdatePath parameter is initially set to the default Microsoft HTTP update path. If you are not using that path for engine updates you must modify this parameter to reflect the correct one. Enter any valid HTTP or UNC path to an engine update source. 
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Note
If you change the path when you run one of the update tasks, it will temporarily override the default. To make a permanent change, you must edit each task that does not use the default and modify its path.
· TextLog. Sets text file logging. To turn off text file logging, see Controlling Script Logging.
Retrieve Update Version Tasks
These tasks retrieve engine update versions for the scan engines on the agent systems. Each task retrieves and displays a scan engine’s Update Version as an event entry in the MOM Operator Console.
There is a separate task available for each of the scan engines (plus one for the Worm List in Forefront Security for Exchange Server systems). The script for these tasks accepts two parameters: 
· Engine. Identifies the engine. You should not change this parameter.
· TextLog. Sets text file logging. To turn off text file logging, see Controlling Script Logging.
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Note
The Forefront Security Retrieve Update Number script is also automatically triggered as a response to the “UpdateSuccessful” Event Rule. Therefore, when a scan engine is successfully updated, the new Update Version for that engine is automatically retrieved and written as an event to the MOM Operator console.
Views
The Microsoft Forefront Server Security Management Pack for MOM 2005 provides a set of views that are accessible through the MOM 2005 Operator Console. These views separate and filter the alert, state, event, and performance data received from MOM agents into a relational hierarchy. 
For more information about the criteria for these Views, see Views Reference - Forefront Security for Exchange Server and Views Reference - Forefront Security for SharePoint.
Alert Views
Alert Views display the alerts generated by Alert Event Rules in a hierarchy. 
Each of the individual alert view containers filters the alerts using a set of criteria that are largely based on the CustomField values generated from the event rules. While the Event Views show you the success or failure of, for example, engine updates, alert rules would normally only show you failures (since you would not choose to be alerted to the success of an update process).
For more information about CustomField values, see Event Rules. 
State Views
State Views display a “summarized state” of systems that match a set of specified criteria. There are two state views (No Heartbeat and Open Alerts), located at the top level of the hierarchy under the “Microsoft Forefront Server Security” folder.
If you are monitoring Forefront for SharePoint systems, there is a third state view, called “State‑Forefront for SharePoint”, which is also located under the “Microsoft Forefront Server Security” folder.
Event Views
Event Views display the events captured by the event rules, arranged in a hierarchy. Each of the individual event view containers displays events based on a set of criteria.
Performance Views
Performance Views display the data captured by the performance rules, arranged in a hierarchy. Each of the individual performance view containers displays events based on a set of criteria. 
Views Reference - Forefront Security for Exchange Server
The following tables provide a reference to each of the Forefront Security for Exchange views included in the Microsoft Forefront Server Security Management Pack for MOM 2005. For more information about views, see Views.
Alert Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Alerts – Microsoft Forefront

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
Computer Group = “Forefront Security *”

	Description
	Displays all alerts generated for agent systems that are members of the “Forefront Security *” computer group.


Alert Views for Forefront for Exchange
	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange

	View Name
	Alerts – Forefront for Exchange

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays all alerts generated for agent systems that are members of the “Forefront Security for Exchange Server*” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Engines

	View Name
	Engine Update Failure

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField3 = “EngineUpdateFailure” AND
Computer Group = “Forefront Security *”

	Description
	Displays alerts about engine update failures.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Scan Job Failure

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField3 = “ScanJobFailure” AND
Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays alerts about scan job failures.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Services

	View Name
	Service Failure

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField3 = “ServicesFailure” AND
Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays alerts about service failures.


State Views
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	State – No Heartbeat

	Criteria
	Computer Group = “Forefront Security *” AND 
No heartbeat detected within the last 15 minutes

	Description
	Displays agent systems which have lost contact with the MOM Server.


	Parent Folder
	Microsoft Forefront Server Security

	View Name
	State – Open Alerts

	Criteria
	Computer Group = “Forefront Security *” AND 
Computer has Open Alerts

	Description
	Displays agent systems that have unresolved open alerts.


Event Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Events – Microsoft Forefront

	Criteria
	Generated in the last 7 days AND
Computer Group = “Forefront Security *”

	Description
	Displays all events generated by agent systems that are members of the “Forefront Security *” computer group.


Event Views for Forefront for Exchange
	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange

	View Name
	Events – Forefront for Exchange

	Criteria
	Generated in the last 7 days AND
Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays all events generated from agent systems in the “Forefront Security for Exchange Server*” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Engines

	View Name
	Engine Update Status

	Criteria
	Event ID = (2014 or 2016 or 6014 or 9525 or 9897 or 9898) AND
Generated in the last 7 days AND
Computer Group = “Forefront Security *”

	Description
	Displays all events that indicate a successfully-completed scan engine update on “Forefront Security Server” systems.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Scan Job Status

	Criteria
	Event ID = (2000 or 2001 or 2002 or 2005 or 2007 or 2008) AND
Generated in the last 7 days AND
Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays all events that indicate Scan Jobs going into an enabled or disabled state on “Forefront for Exchange” systems.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Services

	View Name
	Service Status

	Criteria
	Event ID = (332 or 333 or 1002 or 1003 or 1005 or 1006 or 1007 or 1008 or 
   7036) AND
Generated in the last 7 days AND
Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays events that indicate Forefront Security and related services started or stopped successfully on “Forefront Security for Exchange Server” systems.


Performance Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Performance – Microsoft Forefront

	Criteria
	Computer Group = “Forefront Security *”

	Description
	Displays a list of agent systems (and their measured counters) that belong to the “Forefront Security *” computer group.


Performance Views for Forefront for Exchange
	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange

	View Name
	Performance – Forefront for Exchange

	Criteria
	Computer Group = “Forefront Security for Exchange Server*”

	Description
	Displays a list of agent systems (and their measured counters) that belong to the “Forefront Security for Exchange Server*” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachment Scan Rate

	Criteria
	Computer Group = “Forefront Security for Exchange Server *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Realtime Scan Job”
Counter= “Attachments Scanned Rate”

	Description
	Attachment Scan Rate for Realtime scanner.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachments Detected

	Criteria
	Computer Group = “Forefront Security for Exchange Server *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Realtime Scan Job”
Counter= “Total Attachments Detected”

	Description
	Total number of attachments detected by Realtime scan


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachments Removed

	Criteria
	Computer Group = “Forefront Security for Exchange Server *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Realtime Scan Job”
Counter= “Total Attachments Removed”

	Description
	Total number of attachments removed by Realtime scan


Views Reference - Forefront Security for SharePoint
The following tables provide a reference to each of the Forefront Security for SharePoint views included in the Microsoft Forefront Server Security Management Pack for MOM 2005. For more information about views, see Views.
Alert Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Alerts – Microsoft Forefront Server Security

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
Computer Group = “Forefront Security *”

	Description
	Displays all alerts generated for agent systems that are members of the “Forefront Security *” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Engines

	View Name
	Engine Update Failure

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField3 = “EngineUpdateFailure” AND
Computer Group = “Forefront Security *”

	Description
	Displays alerts about engine update failures.


Alert Views for Forefront for SharePoint
	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint

	View Name
	Alerts – Forefront for SharePoint

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField2 = “Forefront Security for SharePoint” AND
Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays all alerts generated for agent systems that are members of the “Forefront Security for SharePoint *” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Scan Job Failure

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField2 = “Forefront Security for SharePoint” AND
CustomField3 = “ScanJobFailure” AND
Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays alerts about scan job failures.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Services

	View Name
	Service Failure

	Criteria
	Resolution State != “Resolved” AND 
CustomField1 = “Microsoft Forefront Server Security” AND
CustomField2 = “Forefront Security for SharePoint” AND
CustomField3 = “ServicesFailure” AND
Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays alerts about service failures.


State Views
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	State – No Heartbeat

	Criteria
	Computer Group = “Forefront Security*” AND 
No heartbeat detected within the last 15 minutes

	Description
	Displays agent systems which have lost contact with the MOM Server.


	Parent Folder
	Microsoft Forefront Server Security

	View Name
	State – Open Alerts

	Criteria
	Computer Group = “Forefront Security *” AND 
Computer has Open Alerts

	Description
	Displays agent systems that have unresolved open alerts.


	Parent Folder
	Microsoft Forefront Server Security

	View Name
	State – Forefront for SharePoint

	Criteria
	Computer Group = “Forefront Security for SharePoint” 

	Description
	Displays state of computers that are member of the “Forefront Security for SharePoint” computer group.


Event Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Events – Microsoft Forefront

	Criteria
	Generated in the last 7 days AND
Computer Group = “Forefront Security *”

	Description
	Displays all events generated by agent systems that are members of the “Forefront Security *” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Engines

	View Name
	Engine Update Success

	Criteria
	Event ID = (2014 or 2016 or 6014 or 9525 or 9897 or 9898) AND
Generated in the last 7 days AND
Computer Group = “Forefront Security *”

	Description
	Displays all events that indicate a successfully-completed scan engine update on “Forefront Server Security” systems.


Event Views for Forefront for SharePoint
	Parent Folder
	Microsoft Forefront Server Security for SharePoint

	View Name
	Events – Forefront for SharePoint

	Criteria
	Generated in the last 7 days AND
Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays all events generated from agent systems in the “Forefront Security for SharePoint” computer group.


	Parent Folder
	Microsoft Forefront Server Security for SharePoint\Scan Jobs

	View Name
	Scan Job Status

	Criteria
	Event ID = (2000 or 2001 or 2002 or 2005 or 2007 or 2008) AND
Generated in the last 7 days AND
Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays all events that indicate Scan Jobs going into an enabled or disabled state on “Forefront Security for SharePoint” systems.


	Parent Folder
	Microsoft Forefront Server Security for SharePoint\Services

	View Name
	Service Status

	Criteria
	Event ID = (332 or 333 or 1002 or 1003 or 1005 or 1006 or 1007 or 1008 or 
   7036) AND
Generated in the last 7 days AND
Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays events that indicate Forefront Security and related services started or stopped successfully on “Forefront Security for SharePoint” systems.


Performance Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Performance – Microsoft Forefront Server Security

	Criteria
	Computer Group = “Forefront Security *”

	Description
	Displays a list of agent systems (and their measured counters) that belong to the “Forefront Security *” computer group.


Performance Views for Forefront for SharePoint
	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint

	View Name
	Performance – Forefront for SharePoint

	Criteria
	Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays a list of agent systems (and their measured counters) that belong to the “Forefront Security for SharePoint” computer group.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Document Clean Rate

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Cleaned Rate”

	Description
	Document Clean Rate for Realtime scanner


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Documents Cleaned

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Cleaned”

	Description
	Number of documents cleaned by latest Realtime scan session


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Document Detect Rate

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Detected Rate”

	Description
	Document Detect Rate for Realtime scanner


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Documents Detected

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Detected”

	Description
	Number of documents detected by latest Realtime scan session


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Document Block Rate

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Removed Rate”

	Description
	Document Block Rate for Realtime scanner


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Documents Blocked

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Removed”

	Description
	Number of documents blocked by latest Realtime scan session


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Document Scan Rate

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Scanned Rate”

	Description
	Document Scan Rate for Realtime scanner


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Documents Scanned

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Documents Scanned”

	Description
	Number of documents scanned by latest Realtime scan session


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Total Documents Cleaned

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Total Documents Cleaned”

	Description
	Total number of documents cleaned by Realtime scan


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Total Documents Detected

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Total Documents Detected”

	Description
	Total number of documents detected by Realtime scan


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Total Documents Blocked

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Total Documents Removed”

	Description
	Total number of documents blocked by Realtime scan


	Parent Folder
	Microsoft Forefront Server Security\Forefront for SharePoint\Scan Jobs

	View Name
	Realtime Total Documents Scanned

	Criteria
	Computer Group = “Forefront Security for SharePoint *”
Object=”Microsoft Forefront Server Security Scan”
Instance=”Sharepoint(Realtime Scan Job)”
Counter=”Total Documents Scanned”

	Description
	Total number of documents scanned by Realtime scan


Computers and Groups Views for Forefront Security - General
	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Microsoft Forefront

	Criteria
	Computer Group = “Forefront Security *”

	Description
	Displays a list of agent-managed Computers with Microsoft Forefront Security Products installed. 


	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Microsoft Forefront Groups

	Criteria
	Computer Group = “Forefront Security *”

	Description
	Computer Groups for Microsoft Forefront Server Security


Computers and Groups Views for Forefront Security for SharePoint
	Parent Folder
	Microsoft Forefront Security For SharePoint

	View Name
	Microsoft Forefront

	Criteria
	Computer Group = “Forefront Security for SharePoint *”

	Description
	Displays a list of agent-managed Computers with Microsoft Forefront Security for SharePoint installed. 


